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Ona HemegneHHon ny6nukaummn: 23.12.2022 N'YBEPHATOP K3TWU XOKYI

NYBEPHATOP XOKYJ NOANMUCAIA BEOYUWEE B CTPAHE
3AKOHOOATEJIbCTBO MO 3AWWUTE SHEPTOCUCTEMbI OT KUBEPYI'PO3

3akoH A.3904B/S.5579A 3awuwaem om kubepyzpo3 anekmpocemu Hbro-Uopka

Hbro-Hopk 3aHsan nudupyrowyro no3uyuro 6 cmpaHe 6 omeem Ha npu3bI8sbl
npe3udeHma balideHa k danbHelweU 3awume Kpumu4eckol UuHghpacmpykmypbl

CerogHs rybepHaTop Katu Xokyn nognucana 3akoH A.3904B/S.5579A, koTopblii
€030acT caMyto HaZleXXHYH0 B CTpaHe 3alumTy OT kKnbepyrpos Ansg aHeprocucTeMsl
lwTata. AT Mepbl, NPUHATBLIE BO BpeMsi rnobanbHOro Bensecka knbepartak Ha
KPUTUYECKN BaXKHYHO MHAPPACTPYKTYpyY, obecneyaT HageXXHOCTb U 6e30NacHOCTb
aHeprocucTeMbl Hbto-Mopka, koTopasi ABnsieTcs OCHOBOWM 3KOHOMUKM LUTaTa.

«MepBas coBpeMeHHasi anekTpoceTb bbina nocTpoeHa B Wwrate Huto-Mopk, n 140 net
CnycTs Mbl NpogorhkaemM npeanpuHMMaTh Beayline B CTpaHe waru no nogaepXaHuio
cBeTa AN Bcex xuTtenei Hoto-Mopka nyTem ykpenneHus Hallei kubep6e3onacHocTy,
— ckKa3sana rybepHatop Xokysn. — Mbl noHMMaem, 4to, 6yayym puHaHCOBOM
cTonuue Mvpa 1 nuaepom B 0611acT SKONOrMYECcKU YUCTON aHeprm, Hito-Mopk
SABMSETCA MULLEHbIO AN XakepoB. OTO BaXKHeKLee 3aKOHOA4ATENbLCTBO NOMOXET
3aWMTUTL MUMIMOHBI XuTenei Hoto-Mopka, KoTopble 3aBUCAT OT HaEXHOTO
aANeKTpoCcHabxeHus1, n obecneynTb NIaBHbIN NepPexos Ha YNCTYIO SHEPTUIOY.

3akoH A.3904B/S.5579A, eanHornacHo npuHATLI Accambneen wrata Heto-Mopk n
CeHatoMm wTaTta Hbto-Mopk, yecunusaeT 3awmTy MecTHON pacnpeaenuTenbHoi
CUCTEMBI N TpebyeT OT KOMMYHanbHbIX NPEANPUATUIA 06eCcneYnTb 3amnTy KpUTUHECKON
NHAPaCTPYKTYpbl OT kmbepartak. 3akoH noTpedyeT OT KOMMYHanbHbIX NPeanpPUATUIA
NnoaroToBKUN K KnbepaTtakam B UX €XXErofHblX NnraHax pearMpoBaHusi Ha Ype3BblyaliHble
CUTyaLMn aHaNorM4yHo TOMy, Kak KOMMYyHanbHblE NPEANPUATUS] TOTOBATCA K yparaHam.
HoBble Mepbl 3aWwmTbl NpegoctaBAT Komucenm no KOMMyHanbHOMY XO35IACTBY
pacLUMpEHHbIE MOTHOMOYMS NO NPOBEAEHMIO ayanTa ans obecneyeHns 6e3onacHOCTM
KPUTUYECKN BaXKHOW MHAPACTPYKTYPbI M AAHHBLIX O KNUEHTaX.

OT0 peLleHune bbINIo NPUHATO Nocre Toro, kak npe3vaeHT ko banaeH notpebosan ot
LITATOB YCTAHOBUTb MUHMMarIbHbIE TpeboBaHMA no knbepbesonacHoOCTM ANs
KPUTMYECKN BaXKHOW MH(PPACTPYKTYpbl, BKITHOYAA SHepreTndeckyo cuctemy. B



HECKOJIbKMX CJlydasdX 3a nocriegHee gecatuieTumne Kw6epaTaK|/| oKasanucb CnocobHbI
BbIBECTU N3 CTPOA AJTIEKTPUYHECKNE CETU.

Cenatop wtata KeBuH C. MNapkep (Kevin S. Parker): «3710 3akoHogaTenbcTBO —
BaXKHEMLLWN Luar B 3alLMTe 3HepreTMyYeckon NHAPacTpyKTypbl Hbto-Mopka ot
Knbepatak n obecneyeHnn HagexxHoro aHeprocHabxeHus Hawero wraTta. IMeHHO
noaToMy s paj, 4To rybepHaTop noanucana cerogHs aToT 3akoH. Hito-Mopk
npoJosKaeT NMaMpoBaTh B 3TOM BaXXKHOM BOMpocCe, Nofasas NnpuMmep BCen CTpaHey.

UneH Accambneun Mankn Kbtocuk (Michael Cusick): «llognucanune atoro
3aKOHOMpOEeKTa npeacTaBnsaeT cobon KapanHanbHOe U3MEHEHME B 3alunTe
KPUTUYECKOI SHEpreTMHeckomn MHpacTpyKTypbl B WwWTaTte Hito-Mopk, koTopoe, s
nosiarato, CTaHeT NPMMEPOM 4SS APYruX LITATOB MO BCEN CTpaHe. S Xo4vy
nobnarogaputb rybepHaTtopa 1 Monx napTHepoB B Jlerncnatype wraTta 3a ux
noaaepXKy B 3almTe aHeprocuctembl Hbto-Mopka oT xakepos. 3T0 ropaplit MOMEHT
ansd Hbro-l7lop|<a, KOTOpbIM eLle pa3 goKasbiBaeT, 4To Mmnepckuin wtaT 3aHnMaeT
nmaupyoLmne nosnmummy».

naBHLIN cneunanucT no kn6ep6esonacHocTu wrata Helo-Mopk (New York State
Chief Cyber Officer) Konun AxepH (Colin Ahern): «Hbto-Vopk nuavpyeT B obnacty
knbepbe3onacHOCTH, N 3TO 3aKOHOAATENBbCTBO ABNAETCA BaXKHbIM LLAroM B CO34aHuUn
©e3onacHomn aHepreTUYeCKon MHPACTPYKTYpbl NO Bcemy wrtaty. 'ydepHaTtop Xokyn
BO3rnaBnsieT 60pbOy C BO3HMKAIOLLMMWN Yrpo3amu, YTO SABMSAETCS NPUopuUTETOM AN
LuTaTa 1 BCen CTpaHbl. A pag NPOAOIKMTL HaL NPorpecc Ha 3TomM opoHTE 1 paboTaTb
C HaWKWMK nNapTHepamun Hag 3TON BaXKHOW MUCCUENY.

HayanbHuK YnpaBneHus no BonpocamM HauMoHanbHOU 6e30nacHOCTU U
ypesBblYanHbIx cutyauun wrarta (DHSES) Oxeku Bpen (Jackie Bray): «[loa
PYKOBOACTBOM ryb6epHaTopa Xokyn wraTt Hblo-Mopk 3HauntensHo ykpenun cBoto
knbepsawmty. Mbl caenanu 3HauymMTenbHbIE MHBECTULMM B PECYPCbI U YCIyrK, YTOObI
NOMOYb HaLIMM NapTHEPaM U3 MECTHbIX OPraHOB BfacTu 3aMTUTLCH OT kKnbepaTak.
[laHHbIN 3aKOH pa3BUBaAET 3TN AOCTMXKEHUS, MOMOrasi 3aLUUTUTb KPUTUYECKN BaXKHYHO
3HepreTnyeckyo MHpacTpykTypy oT cboeB. DHSES HageeTcsa Ha npoaomkeHme
TECHOro COTpyAHMYEeCTBa C HaWUMn NapTHepamMm Mo KPUTUYECKN BaXXHOWN
NMHpacTpyKType Ans obecneveHnsa 6e3onacHOCTU IHepreTUYecKon MHPPaCTPYKTYpbI
Hito-Mopka».

MNMpeaceparenb M ucnonHUTeNbHbIN aupekTop Kommccum no KOMMyHanbHbIM
ycnyram wrata Heto-Uopk (New York State Public Service Commission) Popwu
Kpuctunan (Rory Christian): «A ogobpsto gansHoBMaHOCTL rybepHaTtopa Xokyn,
KoTopasi NPU3HaeT BaXXHOCTb 3aLLMTbl 3HEPrOCUCTEMbI LUTATa OT BO3MOXHbIX
knbepartak. Hawwa akoHOMuMKa 1 06LwecTBO 3aBUCAT OT paboToCcnocobHoM
3HEprocucTeMbl, NO3ITOMY ee 3alumTa A0SMKHA ObITb B YMCNE HaLIMX CaMbiX
NPUOPUTETHLIX 3a4a4y».



OupekTop AreHTCTBa N0 ob6ecneyeHnI0 KN6epbe3onacHOCTU m
nH¢ppacTpykTypHom 6esonacHocTu (Cybersecurity and Infrastructure Security
Agency, CISA) [IxxeH Uctepnu (Jen Easterly): «Xakepbl npogormkatoT atakoBaTb
BaXKHenLLMe 06BbEKTbI UHAPPACTPYKTYPbI U NPOMBbILLIIEHHbIE CUCTEMbI YNPaBeHus,
yrpoxas nepebosimu ycnyr, Ha KOTopble aMepuKaHLbl NonaratoTCca Kaxabl AeHb.
MpuaTHO BNOETD, YTO Hbro-l7lop|< nNpeanpuHAN 3TOT BaXKHbIN LWar Ansa 3awmTbl
KPUTUYECKN BaXKHOW 3HEPreTUyYeckomn 1 rasoBom MHPPaCTPYKTYpbI, perynmpyemMmon Ha
ypoBHe wraTta. CISA HageeTcs Ha ganbHenwee TeCHOe COTPYAHMYECTBO CO LWITAaTOM
Hbto-Vopk ans obecneveHnst 6e30MacHOCTU U YCTOMUYMBOCTM MHPPACTPYKTYPbI».

MNMpeacenartenb, Npe3naeHT U rMaBHbIU UcNonHUTENbHbIN anpekTop Consolidated
Edison Inc. TumoTu . Koynu Timothy P. Cawley: «Knbepataku npegcrasnstor
cobon pacTyLlyto yrpo3y A51si 3HepreTM4eckMx CUCTEM M MOCTaBLLMKOB 3HEpPrum rno BCemn
CTpaHe, noaTomy komnaHua Con Edison o4eHb cepbe3HO OTHOCUTCS K CBOEN
OTBETCTBEHHOCTU 3a 3aLUUTYy KPUTUYECKON MHAPPACTPYKTYpPbl, MHPOPMAaLMOHHbIX
CUCTEM U JaHHbIX KNNUeHToB. Mbl ropa4o 6narogapvm HalmMx NapTHEPOB B
npasuTenbLcTBe — rybepHatopa Xokyn, ceHaTopa lNapkepa (Parker) n uneHa
Accambneu Kbtocuka — 3a 10, 4YTO Hbro-l7lop|< OCTaeTCs HauuoHasnbHbIM NMaepom B
3TOM KpanHe BaXXHOM BOMPOCE.

3amecTuTenb COBETHMKA NO HaLMOHaNbHOM 6€30MacHOCTU NO KNOEepPHEeTUYECKUM
M HOBbIM TexHonornam 3HH Honbeprep (Anne Neuberger): «llockonbky B
3HEepreTMYeCcKoM CEeKTope UCMNosb3yeTcHa BCe Borblle TEXHOOMMM, KpanHe BaXKHO
npeanpuHATL Warn no 3awuTe Hawen 3HeprocucTemMbl OT knbepyrpos. Mel Gnarogapvm
wraT Hbto-Mopk 3a npuHATHE NnepefoBoro B cTpaHe 3aKOHOA4ATENbCTBA O
Knbepbe3onacHOCTM ONs SHEPreTUYECKMX KOMNaHUN. OTO BaXKHbIN LIar K 3awuTe
KPUTUYECKN BaXKHOM MHPPACTPYKTYPbI, U Mbl HAAEEMCS Ha COTPYLAHUYECTBO C
agMUHUCTpaumen rybepHaTopa XoKyn no BHEAPEHUIO HOBbIX TpeboBaHNNY.
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